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ANVL-BGPPLUS- | ANVL, setup verification
1.1
ANVL, Setup Verification
MUST DUT Listens on TCP port 179 for BGP4 Connection
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | ANVL, setup verification
1.2
ANVL, Setup Verification
MUST Establ i sh BGP4 connection to the DUT and transit to Established state
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | ANVL, setup verification
1.3
ANVL, Setup Verification
MUST Rout er adds routes contained in the newly received Update Message to
its routing table
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC4760, Sect. 1: Introduction, p 1,
21 Overview
MUST Requi renent of |Pv4 address for Miltiprotocol Extensions
Thi s document assunes that any BGP speaker (including the one that
supports nultiprotocol capabilities defined in this docunent) has to
have an | Pv4 address (which will be used, ampbng other things, in the
AGGREGATOR attri bute).
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 3, p 2,
3.1 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
MUST Pur pose of MP_REACH NLRI attribute
This is an optional non-transitive attribute that can be used for the
foll owi ng purposes:
(a) to advertise a feasible route to a peer
(b) to pernmit a router to advertise the Network Layer address of
the router that should be used as the next hop to the
destinations listed in the Network Layer Reachability
Information field of the MP_REACH NLRI attribute.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 3, p 3,
3.2 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
Reserved
S Purpose of MP_REACH NLRI attribute
A 1l octet field that MJST be set to 0, and SHOULD be ignored
upon receipt.
Note: Here we check that the Reserved field is set to O
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4760, Sect. 3, p 3,
3.3 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
Reserved
ST Pur pose of MP_REACH NLRI attribute
A 1l octet field that MJST be set to 0, and SHOULD be ignored
upon receipt.
Note: Here we check that DUT ignores the non-zero reserved field
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 3, p 4,
3.4 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
MUST Pur pose of MP_REACH NLRI attribute
An UPDATE nessage that carries the MP_REACH NLRI nust also carry the
ORIG@ N and the AS PATH attributes (for EBGP)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 3, p 4,
3.5 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
MUST Pur pose of MP_REACH NLRI attribute
An UPDATE nessage that carries the MP_REACH NLRI nust also carry the
OCRIG@ N and the AS PATH attributes (for |BGP)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4760, Sect. 3, p 4,
3.6 Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
MUST Pur pose of MP_REACH NLRI attribute
Moreover, in | BGP exchanges such a nessage nust also carry the
LOCAL_PREF attri bute.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
3.7 RFC 4760, Sect. 3, p 4,
Multiprotocol Reachable NLRI - MP_REACH_NLRI (Type Code 14)
SRR Pur pose of MP_REACH NLRI attribute
An UPDATE nessage that carries no NLRI, other than the one encoded in
the MP_REACH NLRI attribute, SHOULD NOT carry the NEXT_HOP attribute.
If such a nessage contains the NEXT_HOP attribute, the BGP speaker
that receives the nessage SHOULD ignore this attribute.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 4, p 5,
4.1 Multiprotocol Unreachable NLRI - MP_UNREACH_NLRI (Type Code 15):
MUST Pur pose of MP_UNREACH NLRI attribute
An UPDATE nessage that contains the MP_UNREACH NLRI is not required
to carry any other path attributes.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass

Page 4 of 80



Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
5.1 RFC 4760, Sect. 7, p 8,
Error Handling
LsIr Error Handling
If a BGP speaker receives froma nei ghbor an Update nessage that
contains the MP_REACH NLRI or MP_UNREACH NLRI attribute, and the
speaker deternmines that the attribute is incorrect, the speaker nust
delete all the BGP routes received fromthat nei ghbor whose AFI/ SAFI
is the same as the one carried in the incorrect MP_REACH NLRI or
MP_UNREACH_NLRI attri bute.
(Note: ANVL sends two updates, the second update containing
MP_REACH NLRI attribute with incorrect length of nlri set to 129
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
5.2 RFC 4760, Sect. 7, p 8,
Error Handling
LT Error Handling
If a BGP speaker receives froma nei ghbor an Update nessage that
contains the MP_REACH NLRI or MP_UNREACH NLRI attribute, and the
speaker determines that the attribute is incorrect, the speaker nust
delete all the BGP routes received fromthat nei ghbor whose AFI/ SAFI
is the same as the one carried in the incorrect MP_REACH NLRI or
MP_UNREACH NLRI attribute.
(Note: ANVL sends two updates, the second update containing
MP_UNREACH NLRI attribute with SAFlI set to Unicast even when the
route is Milticast)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
5.3 RFC 4760, Sect. 7, p 8,
Error Handling
LA Error Handling
In addition, the speaker nmay term nate the BGP session over which the
Updat e nessage was received.
(Note: Here, the UPDATE sent by ANVL contains incorrect
NLRI | ength 129
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
5.4 RFC 4760, Sect. 7, p 8,
Error Handling
MAY Error Handling
In addition, the speaker may term nate the BGP session over which the
Updat e nessage was received.
(Note: Here, the UPDATE sent by ANVL contains incorrect
MP_UNREACH_NLRI whi ch causes DUT to close the BGP4 connection with
t he sendi ng peer)
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
55 RFC 4760, Sect. 7, p 8,
Error Handling
RFC 4271, Sect. 6.3, p 34,
S UPDATE message error handling
Error Handling
The session should be termnated with the Notification nessage
code/ subcode indicating "Update Message Error"/"Optional Attribute
Error".
The NLRI field in the UPDATE nmessage is checked for syntactic valid-
ity. If the field is syntactically incorrect, then the Error Subcode
MUST be set to Invalid Network Field.
(Note: Here we are checking this behavior using incorrect
MP_REACH NLRI attribute in the BGP4 UPDATE Message sent by ANVL)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE

5.6

SHOULD

RFC 4760, Sect. 7, p 8,

Error Handling

RFC 4271, Sect. 6.3, p 34,
UPDATE message error handling

Error Handling

The session should be termnated with the Notification nessage

code/ subcode indicating "Update Message Error"/"Optional Attribute
Error".

The NLRI field in the UPDATE nessage is checked for syntactic valid-
ity. If the field is syntactically incorrect, then the Error Subcode
MUST be set to Invalid Network Field.

(Note: Here we are checking this behavior using incorrect

attribute in the BGP4 UPDATE Message sent by ANVL)

MP_UNREACH NLRI
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4760, Sect. 8, p 8,
6.1 Use of BGP Capability Advertisement
SHOULD BGP4 Capability Advertisement
A BGP speaker that uses Miltiprotocol Extensions should use the
Capabil ity Advertisenent procedures [BGP-CAP] to determ ne whether
the speaker could use Miultiprotocol Extensions with a particul ar
peer.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 8, p 9,
6.2 Use of BGP Capability Advertisement
MUST BGP4 Capability Advertisemnent
A speaker that supports nultiple AFl, SAFI> tuples includes them as
mul tiple Capabilities in the Capabilities Optional Paraneter.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4760, Sect. 8, p 9,
6.3 Use of BGP Capability Advertisement
MUST BGP4 Capability Advertisenent
To have a bi-directional exchange of routing information for a
particul ar AFl, SAFlI> between a pair of BGP speakers, each such
speaker nust advertise to the other (via the Capability Adverti senent
nmechani sm) the capability to support that particular AFl, SAFI>
routes.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
7.1 RFC 4760, Sect. 9,p 9,
IANA Considerations
LsIr I ANA Consi der ati ons
SAFI value 0 and 255 are reserved.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 2545, Sect. 2, p 2, IPv6 Address Scopes
8.1
| Pv6 Address Scopes
MUST As this docunent makes no assunption on the characteristics of a
particular routing real mwhere BGP-4 is used, it makes no distinction
bet ween gl obal and site-local addresses and refers to both as
"gl obal™ or "non-link-1ocal".

ANVL-BGPPLUS-
9.1

SHOULD

NEGATIVE
RFC 2545, Sect. 3, p 2, Constructing the Next Hop field

Next Hop field

The value of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl obal
address is present, or 32 if a link-local address is also included
in the Next Hop field.

(Note: In this test we send only a link-Iocal
set the length of NEXT_HOP field to 16)

address even when we
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
9.2 RFC 2545, Sect. 3, p 3, Constructing the Next Hop field
MUST Next Hop field
The value of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl obal
address is present, or 32 if a link-local address is also included
in the Next Hop field. In all other cases a BGP speaker shall
advertise to its peer in the Network Address field only the gl obal
| Pv6 address of the next hop (the value of the Length of Network
Address of Next Hop field shall be set to 16).
(Note: Here we test that DUT correctly sets the NEXT_HOP field of
MP_REACH NLRI attribute when length is set to 16)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 2545, Sect. 2, p 2, IPv6 Address Scopes
9.3 RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
Next Hop field
S1lOSED A BGP speaker shall advertise to its peer in the Network Address of
Next Hop field the global 1Pv6 address of the next hop, potentially
followed by the link-local |IPv6 address of the next hop.
The val ue of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl obal
address is present, or 32 if a link-local address is also included
in the Next Hop field.
The |ink-local address shall be included in the Next Hop field if
and only if the BGP speaker shares a common subnet with the entity
identified by the global IPv6 address carried in the Network Address
of Next Hop field and the peer the route is being advertised to.
(Note: Here, we verify that the DUT correctly sends the |ink-1Iocal
address along with the non-link-1ocal address in its UPDATE Message.
This test uses FIRST PARTY NEXT_HOP)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
9.4 RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
Next Hop field
SHOULD The 1ink-1ocal address shall be included in the Next Hop field if and
only if the BGP speaker shares a conmon subnet with the entity
identified by the global 1Pv6 address carried in the Network Address
of Next Hop field and the peer the route is being advertised to.
(Note: Here, we test that the DUT does not accept a UPDATE sent by
ANVL containing an off-net non-link-local |Pv6 Address follow ng by
a link-local |1Pv6 Address of sending interface.
This test verifies FIRST PARTY NEXT_HOP)
Ubuntu
16.04: pass
FreeBSD
10.3: pass
ANVL-BGPPLUS- | RFC 2545, Sect. 3, p 2, Constructing the Next Hop field
95 RFC 2545, Sect. 3, p 3, Constructing the Next Hop field
MAY Next Hop field
The |ink-1ocal address shall be included in the Next Hop field ...
In all other cases a BGP speaker shall advertise to its peer in the
Net wor k Address field only the global |Pv6 address of the next hop...
As a consequence, a BGP speaker that advertises a route to an
internal peer may nodify the Network Address of Next Hop field by
renoving the link-1ocal |IPv6 address of the next hop.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 2545, Sect. 4, p 3 Transport
10.1
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over IPv4 or IPv6. While BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.
| Pv6/ 1 Pv6 AFl and Uni cast SAFI
(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv6 inits
BGP4 Update Message over TCP/IPv6 through AFI/ SAFI > comnbi nation)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 2545, Sect. 4, p 3 Transport
10.2
Transport |ayer independance
MUST TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over IPv4 or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer) is
taken in account in the route dissem nation procedure.
(Note: This test is to verify that DUT correctly specifies its |Pv6
route advertisenment capabilities in BGP4 Open Message when runing
over TCP/1Pv4)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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ANVL-BGPPLUS-

10.3

MUST

RFC 2545, Sect. 4, p 3 Transport

ANVL-BGPPLUS-
10.4

MUST

Transport |ayer independance

TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over IPv4 or IPv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.

(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv6 inits

BGP4 Update Message over TCP/|Pv4 through AFI/SAFI> conbi nation)

RFC 2545, Sect. 4, p 3 Transport

Transport |ayer independance

TCP connections, on top of which BGP-4 nessages are exchanged, can
be established either over IPv4 or IPv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.

(Note: This test is to verify that DUT correctly specifies its |Pv4
route advertisenent capabilities in BGP4 Qpen Message when

runi ng over TCP/ I Pv6)

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release
3.0.2

Release
2.0.2

Release Release
2.0 3.0

Release Release
3.0.3 4.0

Release
5.0

Release
5.0.1

Release
6.0

Master
2018-10-24

ANVL-BGPPLUS-

10.5

MUST

RFC 2545, Sect. 4, p 3 Transport

ANVL-BGPPLUS-
10.6

MUST

Transport |ayer independance

TCP connections, on top of which BGP-4 nessages are exchanged,
be established either over IPv4 or IPv6. Wiile BGP-4 itself is
i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.

(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv4 inits

can

BGP4 Update Message over TCP/IPv6 through AFI/SAFI> conbi nation)

RFC 2545, Sect. 4, p 3 Transport

Transport |ayer independance

TCP connections, on top of which BGP-4 nessages are exchanged,
established either over I1Pv4 or |Pv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer)
is taken in account in the route dissem nation procedure.

(Note: This test is to verify that DUT correctly specifies its |Pv4
route advertisenent capabilities in BGP4 Qpen Message when

runi ng over TCP/ I Pv4)

can be

Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0

Release
5.0.1

Release
6.0

Master
2018-10-24

ANVL-BGPPLUS-
10.7

MUST

RFC 2545, Sect. 4, p 3 Transport

ANVL-BGPPLUS-
10.8

MUST

Transport |ayer independance

TCP connections, on top of which BGP-4 nessages are exchanged, can be
establ i shed either over IPv4 or IPv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer)

is taken in account in the route dissem nation procedure.

(Note: This test is to verify that DUT correctly specifies the NLRI
and NEXT_HOP field types in MP_REACH NLRI attribute as IPv4 inits
BGP4 Update Message over TCP/1Pv4 through AFI/SAFI > conbi nation)

RFC 2545, Sect. 4, p 3 Transport

Transport |ayer independance

TCP connections, on top of which BGP-4 nessages are exchanged, can be
established either over IPv4 or IPv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit
configuration information from the address used to establish the
peering session. This infornation (the network address of a peer) is
taken in account in the route dissenination procedure.

(Note: This test is to verify that DUT correctly specifies the NLRI
and Next Hop when sending an update to a peer over TCP-V4> received
froma different peer over TCP-V6>)
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 4, p 10,
111 Message Formats
MUST Message Formats
The maxi num nessage size is 4096 octets. Al inplenentations are
required to support this maxi mum nessage si ze.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
12.1 RFC 4271, Sect. 4.2, p 12,
OPEN Message Format
Ik OPEN Message For mat
Upon recei pt of an OPEN nessage, a BGP speaker MJST cal cul ate
the value of the Hold Tiner by using the snmaller of its
configured Hold Tinme and the Hold Tinme received in the OPEN
nessage.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.2, p 12,
12.2 OPEN Message Format
MUST OPEN Message For mat
The Hold Time MUST be either zero or at |east three seconds.
(Note: Here we test the Hold Tine value with 0 or 3 seconds)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
12.3 RFC 4271, Sect. 4.2, p 12,
OPEN Message Format
RFC 4271, Sect. 6.2, p 31,
HILET OPEN message error handling
OPEN Message For mat
The Hold Tine MJUST be either zero or at |east three seconds.
If the Hold Tine field of the OPEN nessage is unacceptable, then the
Error Subcode MJUST be set to Unacceptable Hold Tine. An
i mpl ementati on MUST rej ect Hold Time val ues of one or two seconds.
(Note: Here we test the Hold Tine value with 1 second and 2 seconds)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
12.4 RFC 4271, Sect. 4.2, p 13,
OPEN Message Format
LT OPEN Message For mat
The cal cul ated value for Hold Tinme indicates the nmaxi mum nunber of
seconds that may el apse between the recei pt of successive
KEEPALI VE, and/ or UPDATE nessages by the sender.
(Note: Here, we test that the DUT sends a NOTI FI CATI ON nessage
due to not receiving successi ve UPDATE/ KEEPALI VE nessages within
Hol d Ti ne Peri od)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass

Page 17 of 80



Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | NEGATIVE
125 RFC 4271, Sect. 4.2, p 13,
OPEN Message Format
LsIr OPEN Message For mat
The cal cul ated value for Hold Tine indicates the maxi num nunber of
seconds that may el apse between the recei pt of successive KEEPALI VE,
and/ or UPDATE nessages by the sender.
(Note: Here, we test that the DUT sends a NOTI FI CATI ON nessage
due to not receiving successi ve KEEPALI VE nessages within
Hol d Ti ne Peri od)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 14,
13.1 UPDATE Message Format
MAY UPDATE Message For mat
An UPDATE nessage MAY sinultaneously advertise a feasible route and
wi t hdraw mul tipl e unfeasible routes from service.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.2 UPDATE Message Format
MUST UPDATE Message For mat
For well-known attributes, the Transitive bit nust be set to 1.
(Note: Here we test with the path attribute type ORIGN)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.3 UPDATE Message Format
MUST UPDATE Message For mat
For well-known attributes, the Transitive bit nust be set to 1.
(Note: Here we test with the path attribute type AS _PATH)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.4 UPDATE Message Format
MUST UPDATE Message For mat
For wel|l-known attributes, the Transitive bit nust be set to 1.
(Note: Here we test with the path attribute type LOCAL_PREF)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.5 UPDATE Message Format
MUST UPDATE Message For mat
For wel | -known attributes, the Transitive bit nust be set to 1.
(Note: Here we test with the path attribute type ATOM C_AGGREGATE)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.6 UPDATE Message Format
MUST UPDATE Message For mat
For wel | -known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type ORIGAN)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.7 UPDATE Message Format
MUST UPDATE Message For mat
For wel|-known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type AS _PATH)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.8 UPDATE Message Format
MUST UPDATE Message For mat
For well-known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type MP_REACH NLRI)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.9 UPDATE Message Format
MUST UPDATE Message For mat
For wel | -known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type LOCAL_PREF)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.10 UPDATE Message Format
MUST UPDATE Message For mat
For wel|-known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type ATOM C_AGGREGATE)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.11 UPDATE Message Format
MUST UPDATE Message For mat
For well-known attributes and for optional non-transitive attributes
the Partial bit MJST be set to O.
(Note: Here we test with the path attribute type MITI _EXI T_DI SC)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.12 UPDATE Message Format
MUST UPDATE Message For mat
The | ower-order four bits of the Attribute Flags octet are
unused. They MJST be zero when sent and MJST be ignored when
recei ved.
(Note: Here we test that DUT sends UPDATE nessage with | ower-order
four bits of the ORIG@ N Attribute Flags octets set to 0)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 16,
13.13 UPDATE Message Format
MUST UPDATE Message For mat
The | ower-order four bits of the Attribute Flags octet are
unused. They MJIST be zero when sent and MJST be ignored when
recei ved.
(Note: Here we test that DUT ignores |ower-order four bits of
the ORIA N Attribute Flag after receiving an UPDATE Message)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 17,
13.14 UPDATE Message Format
MUST UPDATE Message For mat
CRIG N is a well-known nandatory attribute that defines
the origin of the path information. The data octet can
assune the foll ow ng val ue:
2 | NCOWPLETE - Network Layer Reachability Infornation |earned
by some ot her neans.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 18,
13.15 UPDATE Message Format
MUST UPDATE Message For mat
ATOM C_AGCGREGATE is a well-known discretionary attribute
of length O.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 4.3, p 18,
13.16 UPDATE Message Format
MUST UPDATE Message For mat
AGGREGATOR is an optional transitive attribute of length 6.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release
2.0

Release
3.0

Release
2.0.2

Release
3.0.2

Release
3.0.3

Release
4.0

Release
5.0

Release
5.0.1

Release
6.0

Master
2018-10-24

ANVL-BGPPLUS-
141

MUST

RFC 4271, Sect. 4.4, p 21,
KEEPALIVE Message Format
RFC 4271, Sect. 4.2, p 13,
OPEN Message Format

KeepAl i ve Message For mat

KEEPALI VE nmessages MJST NOT be sent nore frequently than one per

second.
The Hold Time MUST be either zero or at |east three seconds.
Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04: Ubuntu 16.04:
unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict unpredict
FreeBSD 10.3: FreeBSD 10.3: FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD 10.3: FreeBSD FreeBSD
Al Ul 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass Ul 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 5, p 23,
15.1 Path Attributes
MUST Path Attributes
BGP i nmpl enent ati ons MJST recogni ze all well-known attributes
(Note : This test checks for External Peer)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 5, p 23,
15.2 Path Attributes
MUST Path Attributes
BGP i mpl ement ati ons MJST recogni ze all well-known attributes
(Note : This test checks for Internal Peer)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 5, p 23,
15.3 Path Attributes
MUST Path Attributes
Sone of the well-known attributes are mandatory and nust be incl uded
in every UPDATE message that contains NLRI.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
15.4 RFC 4271, Sect. 5, p 23,
Path Attributes
LI Path Attributes
Some of the well-known attributes are mandatory and mnust be incl uded
in every UPDATE nessage that contains NLRI.
This test checks for EBGP
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | NEGATIVE
15.5 RFC 4271, Sect. 5, p 23,
Path Attributes
LT Path Attributes
Sone of the well-known attributes are mandatory and nust be incl uded
in every UPDATE nessage that contains NLRI.
This test checks for |BGP
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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Release Release Release Release Release Release Release Release Release Master
2.0 3.0 2.0.2 3.0.2 3.0.3 4.0 5.0 5.0.1 6.0 2018-10-24
ANVL-BGPPLUS- | RFC 4271, Sect. 5, p 23,
15.6 Path Attributes
MUST Path Attributes
Once a BGP peer has updated any well-known attributes, it MJST pass
these attributes in any updates it transmts to its peers.
(Note: This test verifies AS PATH as wel |l -known attri bute)
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 5, p 23,
15.7 Path Attributes
Path Attributes
SHOULD Pat hs with unrecogni zed transitive optional attributes SHOULD be
accept ed.
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
ANVL-BGPPLUS- | RFC 4271, Sect. 5, p 23,
15.8 Path Attributes
Path Attributes
SHOULD If a path with unrecogni zed transitive optional attribute is accepted
and passed along to other BGP peers, then the unrecogni zed transitive
optional attribute of that path MJST be passed along with the path to
ot her BGP peers
Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu Ubuntu
16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass 16.04: pass
FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD FreeBSD
10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass 10.3: pass
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